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Abstract

Products, taking part in control systems (CS), belong to
specific area of system solutions. From a high-level point
of view a CS can be split onto a main control part,
managing all important high-level CS aspects, and
peripheral control part, managing distributed end-point
devices.

These two parts feature different requirements because
of the environment and the role they are used in.
Nevertheless, both parts should be seamlessly integrated
in order to lay foundations for reliable and modular CS.

Main control part is normally situated in human and
electronics friendly environment and aimed at high-level
engineering control. On the contrary, a peripheral control
part is usually used in industrial environment with no
direct human interaction. Because of a diversity of end-
point devices, flexible and user customizable interfaces
are required for peripheral control. Long years of
operation are required until end-point devices (data
acquisition, actuators, etc.) are being replaced or
additional functionality is added. Reliability and future
modularity istherefore of crucia importance.

When it comes to the length of service of the entire CS,
it is expected, the same remote control solution would
provide adequate functionality through the whole lifespan
of system where it is used. Designers at Cosylab — as a
provider of CS solutions — we all strive for longevity of
our solutions. In other words, it is the length of service we
are after. This paper is focused on issues and solutions for
the peripheral part of the CS.

INTRODUCTION

Centralized control systems (CS) are considered to be
split into two important subparts — into main control part
and peripheral control part (Figure 1). Whilst integrating
CS solution, both parts must be carefully weighted for the
role they take over. CS integrators are targeting robust,
modular and flexible solutions.

In the main control part of the system it is usualy
required that wide variety of system aspects is handled
and usually some form of data processing must be
applied. It is important to have a system with adequate
data processing power and flexible and user-friendly way
of managing of al complex aspects of system under
control. Typically such a system is managed by control-
system engineer in a human friendly environment of
central control room. It is therefore a typical domain for
personal computers (PC) to provide this control flexibility
and processing power.

At peripheral control quite different conditions and
requirements apply: demanding industrial environment,
large number of end nodes, wide range of required
interfaces towards controlled devices, and different

system roles. Nevertheless, complex general-purpose data
processing is usually not required as all potential complex
processing is handled over to the main control part, which
has access to all necessary system-level information. If a
demand for computer-intensive data processing exists,
custom embedded solutions are used, like for example in
motion control applications[5].
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Figure 1 — control system

Based on the above, it can be concluded that peripheral
control is successfully handled only if peripheral control
is systematically addressed. A stress must be put onto
flexibility of connectivity, modularity, reliability and
durability. Especialy if peripheral control devices are to
be integrated in complex scientific facilities, it is expected
they will play their role flawlessly.

Solutions on the market

Many different solutions exist on the market. One,
interested in integrating a CS solution, should take into
account price-effectiveness, size, modularity, scalability,
robustness, and integration friendliness/readiness. It must
be pointed out that there is no such thing as the best
peripheral-control product, a least not for every CS
scenario. All before mentioned criteria must be carefully
weighted.

When talking about price-effectiveness, an overhead
price, added to the device, requiring remote control, must
be considered and cost for adding support for additional
device of the same/similar type. This is also the issue of
modularity and scalability, i.e. the possibility to add
additional device(s) of the same or different type.

In case multiple devices must be controlled, physical
dimensions could determine the feasibility of the
proposed solution.

In the system development phase, possibility and
support for system-integration are of great importance,



determining whether the implementation deadlines can be
met or even if the proposed solution can be finalized.
Some of the most commonly used solutions for
peripheral control are;
- VME (Versa Module Eurocard) crate based solutions
or VXI (VMEbus eXtensions for Instrumentation)
(6],
- personal computer (PC) based solutions;
- embedded PC solutions with customized input-
output controller.

VME crate solutions are generally reliable and
modular. Additional functionality can be simply added by
the use of broad range of available extension cards. A
special care should be taken if only a small portion of a
VME crate is required. In such cases VM E-crate solutions
could lead to very poor price-effective solutions.
Additional issue could be density of cards connectors, as
this often requires the use of special transition boards.

In some special circumstances a PC could be used for
remote control. It is ubiquitous, features high computing
power and highly flexible SW support, but the choice of
peripheral control cards is not so rich as with VME crate
solutions. Industrial environment, moving parts (power
supply ventilators, hard disks, etc.) and its size could
represent issues when durable and robust peripheral CS
solution is sought.

Embedded PC solutions can be considered as an
intersection of both previously presented peripheral
control devices. Embedded single board computers (SBC)
represent a flexible HW platform, offering common PC
functionality. The use of standardized operating systems
(e.g. Linux or Windows Embedded) and extension buses
(e.g. PC/104) both contribute to flexible platform, ready
to be customized for nearly every peripheral CS role.
Mass production of embedded SBC platform and variety
of extension cards guarantee the possibility to choose just
the right-configuration for the task. Because they are
optimized for size and often also for power consumption,
they generally use no moving part (neither for data
storage nor for cooling), which lays a good starting point
for use in demanding industrial environment. With the use
of industrial-grade components, these systems are
targeting high MTBF (mean time between failures) ratios.

MICROIOC

microlOC is an example of embedded PC-based
peripheral device, especialy built for use in remote
control applications [1]. Its modular design and support
for specific customization scenarios makes it a perfect
turn-key solution for the control of any kind of end-point
devices. Essentially it is a bridge that integrates the
devices with the rest of the CS. The devices are connected
to the microl OC, while the microlOC itself is available to
the control system viathe local area network [2].

Interfacing and installation effort is minimized, as
connector customization and support for integration into
higher-level central CS are also included in application
specific customization.

Its cautious design and rigorous testing provide grounds
for playing its role flawlessy. microlOC was especially
designed with a length-of-service in mind. A lot of effort
was put into designing a system with all components
being highly reliable. The core of the unit is composed of
SBC, compact flash (CF) memory module, and power
supply, all of them being carefully tested.

Support for various end-point devices and integration
into higher-level CS is provided through highly reliable
and industry-proved Linux operating system and
preinstalled support for direct integration into standard CS
solutions.

Components are enclosed in a compact and robust
aluminum casing, available in various form factors. Usage
of externa cables is minimized to minimum: mains
supply cable, control system connection and connections
towards controlled devices. No other distribution cables
are required.

Figure 2 — examples of microlOC units

It offers a wide range of communication interfaces
(RS232, R$422, R485, GPIB, Ethernet, USB, etc.),
which can be used to provide communication means for a
variety of devices, for which remote control is required.

Reliable

When reliability comes to question, both hardware and
software are equally important. microlOC is designed
using reliable and long-life industrial components. All
modules are carefully chosen in the way no maintenance
is required. As such it is perfectly suited for integration
into demanding industrial environment. No moving parts
are used in preferred hardware configuration. Even a fan
and a disk are |eft out, as this provides a system that does
not produce any noise and is resistant to vibrations. In
default configuration ultra low-power processor is used,
supplied with a small and reliable power supply.

Wherever possible, high-quality standard components
are used. These components feature higher reliability
factor because of their wide usage in larger number of
different applications; consequently their long-term
operating is tested much better.



Modular and configurable

microlOC is bottom-up designed to be highly
customizable platform. Starting with 3 standard types of
enclosure a variety of mounting requirements can be met.
In basic version one SBC can be used. If computational
power and/or interfacing requirements are greater,
additional SBC is used. If required, application specific
circuitry can be developed to precisely meet application
requirements. This forms a very flexible base, which can
be modularly extended by the use of standard PC/104
extension cards. Various extension cards and additional
modules can be integrated into microlOC unit to
accommodate all remote control requirements.

When it comes to connecting controlled end-point
devices, microlOC unit is equally customizable as with
physica dimensions and functionality. No specia
transition boards are required that take-up additional rack
space. Mains connection and switch occupy very little
portion of the microlOC back panel, the remaining of the
space can be used to mount application customized back-
panel connectors for direct connection of devices.

Software

When reliability, flexibility and applicability of
embedded application are at question, Linux is operating
system (OS) of choice. Its kernel can be adjusted to
include just the required functionality, without system
overhead. Our policy isto use the kernels that are already
widely used, supported and tested [3].

microlOC uses CF memory card as non-volatile
memory to store Linux kernel image and required file
system. microl OC is distributed with a SW configuration
matching HW configuration. That means that all required
drivers are provided and SW properly configured.

Open source OS gives a user opportunity to precisely
implement any peculiar design requirement. Furthermore,
it relieves the user of relying on specific commercial
provider if additional requirements show up at some later
time. It is fairly to assume that future peripheral CS
requirements will not become so drastically computing
intensive, therefore only flexible and modular base is
required and we can target the length-of-service.

For integrating into the main control system, microlOC
is provided with a support for EPICS (Experimental
Physics and Industrial Control System) control software
[4]. Device specific code and low-level communication
drivers communicate via asynDriver.

Software support for user customization is provided
through the use of development environment. It is
designed to provide support for integrating custom
functionality and/or new device support.

TESTING

All components comprising the microl OC are tested for
compatibility and long operation under different
conditions, including abusive usage. Series of tests have
been made: long term operation test, memory test
(including three month test for memory leaks),

temperature test, CF test with random power off/on and
CPU overloading test. Any microlOC unit, leaving our
production, is tested as well to meet applicable quality
standards.

microlOC components test

Besides requiring industrial robustness and high MTBF
times, a series of test are made to ensure that a reliable
system can be built. All components that are used in
microl OC undergo a series of rigorous testing procedures,
including: automatic optical inspection (AQI), function
testing, environment testing (temperature / humidity /
vibration / drop test), Static and Dynamic burn-in test.
Even though we require that all our components have al
the tests already made by the manufacturer, we still repeat
some of them when a system is fully assembled in
operational.

Compact flash random test

Based on our experiences with several different types
of Compact Flash (CF) cards, we came to the conclusion
that some of them feature degraded performance. In order
to ensure reliability of a produced system, several tests
had to be made. The most important of them was a test,
where a power supply was put on and off repeatedly in a
random manner. Different models of CF cards were tested
at largest obtainable read/write cycle. The results of the
test were unexpected. Some of the world-class brand-
name CF cards models were found that were featuring
unsatisfying performance. There were also examples of
CF cards that either became defective or its data-system
became corrupted and unusable.

While testing CF cards one of the tests was also to
utilize 15,000 of power-up/boot procedures. Thisisavery
strict demand and if CF card does not meet this demand,
it isdiscarded from our future use.

Temperature stress test

Temperature diagram
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Figure 3 - temperature stress test of the microlOC

The purpose of temperature stress test was to determine
the stability of the system. If specific application requires
the use of multiple additional boards, they all contribute



to heat that has to be dissipated by means of convectional
cooling. If unit is to be used rack mounted, higher
environmental temperature must be taken into account.
Several temperature tests were performed to observe and
demonstrate microlOC would perform its task flawlessly,
even if used in demanding industrial environment (Figure
3).

CONCLUSION

Peripheral control of end-point devices belong to
special area of CS solutions. Varieties of devices to be
controlled require peripheral CS solutions to be highly
flexible and customizable. Demanding environmental
conditions require industrial-grade reliability. Designed
with careful selection of components and additionally
rigorously tested, microl OC represents a turn-key solution
when such remote control is required. Both HW and SW
support is provided within the box. Installation is quick

and trouble free. Presented design procedure and
integration approach set a firm ground for quality and
length of service, i.e. longevity of CS solution.
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